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IN THE CLAIMS:

Please cancé claims 1-90 of the application as originally filed and add new claims

91-148 as follows:

—91. A method for managing a data object so as to comply with control conditions

for usage of the data object, comprising the steps of:

stofing the ;lata object in a memory device, where it is accessible by means of a
data object prbvider's data processor;

providing a variable number of control conditions for usage of the data object;

creating, by said data proéessor, a general set of control data for the data object
based on said variable number of wnﬁol conditions for usage, said general set of control
data comprising at least one or more usage control elements defining ;Jsages of
the data object which comply with said var_iable number of control conditions,

storing said general set of control data in a memory device, where it is
accessible by said data processor;

concatenating the general set of control data with a copy of the data object; and

encrypting at least the copy of tﬁe data object and said one or more usage

control elements to create a secure data package which is ready for transfer to a user.

92. A method as set forth in claim 91, wherein the step of encrypting comprises

encrypting the data object and the general set of control data.
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93. A method as set forth in claim 91, wherein the step of creating control data

comprises creating an identifier which uniquely identifies the general set of control data.

94. A-method as set forth in claim 91, wherein the step of creating a general set of
control data comprises creating a security control element which identifies a security

process to be applied before usage of the data object is allowed.

95. A method as set forth in claim 91, wherein the step of creating a general set of

control data comprises creating a format control-element which identifies the format of the

control data.

96. A method as set forth in claim 91, further comprising the steps of receiving in
said data processor a request for authorization for usage by a user; comparing the usage for
which authorization is requested with said one or more usage control elements of the
general set of control data and granting the authorization if the usage for which

authorization is requested complies with the usages defined by said one or more usage

control elements.

97. A method as set forth in claim 96, further comprising the step of securing

payment for the requested authorization for usage before granting the authorization.
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98. A method as set forth in claim 91, comprising the further steps of:

receiving the data package in a user's data processor;

storing the data package in a memory device where it is accessible by means of
the user's .da'ta processor;

decrypting said one or more usage control elements;

checking, m response (o a request by the user for usage of the data object,
whether. tﬁe requested usage complies with the usage defined by the at Jeast one usage
control element of the general set of control data;

decrypting, in response to the requested usage complying with the usége defined
by the at least one usage control eiement of the general set of control data, the data object

and enabling the requested usage, otherwise disabling it.

99. A method as set forth in claim 98, comprising the further steps of
reconcatenating, after the usage of the data object, the data object and the one or more
usage control elements, reencrypting at least the data object and the one or more usage

control elements, and storing the thus-repackaged data package in the memory of the user's

data processor.

100. A method for controlling the usage by a user of a data object so as to comply
with contro! conditions for usage of the data object, comprising the steps of:

providing a variable number of control conditions for usage of the data object;
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storing a data package in a memory device, where it is accessible by means of
a data processor of the user, said data backage comprising the data object and control data,
wpich comprises at least one usage control element defining a usage of the data ébject
which complies with the variable number of control conditions, the data object and said at
least one usage control element being encrypted;

receiving a request by the user for usage of the data object;

decrypting the control data;

checking, in response to the request by the user for usage of the data object,
whether the requested usage complies with the usage defined by the at least one usage

control element of the control data; and
decrypting, in response to the requested usage complying with the usage

defined by the at least one usage control element of the control data, the data object and

enabling the requested usage, otherwise disabling it.

101. A method as set forth in claim 100, wherein the usage control element is

updated after the at least one usage of the data object.

102. A method as set forth in claim 100, wherein said control data comprises an

indication of the number of times the user is authorized to use the data object in accordance

with said at least one usage control element;



Attorney Docket No. 032406-002
Application No. 09/411.205

wherein the requested usage of the data object is only enabled when said
number of times is one or more; and

. wherein said number of times is decremented by one when the requested usage

is enabled.

103. A method as set forth in claim 100, wherein the control data comprise a
security control element, and further comprising the step of carrying out, before each usage

of the data object, a security procedure defined in the security control element.

104. A method as set forth m claim 100, wherein the step of checking whether the
requested usage complies with the usage defined by the at least one usagé control element
comprises the step of checking that the user's data processor is capable of carrying out a
security procedure specified in a sccufity control element of the at least one usage control

element, and if not, disabling the usage.

105. A method as set forth in claim 100, comprising the further steps of
reconcatenating, after the usage of the data object, the data object and the one or more
usage control elements, reencrypting at least the data-object and the one or more usage

control elements, and storing the thus-repackaged data package in the memory of the user's

data processor.
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106. A system for managing a data object so as to comply with control conditions
for usage of the data object, comprising means for broviding a variable number of control
conditions;

first means in the data object provider's data processor for creating a general
set of control data for the data object based on the variable number of control conditions
for usage, said generai | set of control data comprising at least one or more usage

control elements defining usages of the data object which comply with the variable number

of control conditions;

storing means, which are accessible by means of said data processor, for
storing the data object and the general set of control

data;

concatenating means for concatenating the general set of control data with a

copy of the data object; and

encrypting means for encrypting the copy of the data object and at least said

oOne or more usage control elements to create a secure data package, which is ready for

transfer to a user.

107. A system as set forth in claim 106, wherein the general set of contro} data

comprises a control data element which defines the right to further distribution of the data

object by the user.
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'108. A system for controlling the usage by a u;er of a data object so as to comply

with control conditions for usage of the data object, comprising:

means for providing variable number of control conditions;

storing meaﬁs for storing a data package which comprises a data object and a
control data comprising at least one usage control element defying a usage of the data
object which complies'with the variable number of control conditions;

rheaps for decrypting the at least one usage control element and the data
object; | : |

checking means for checking whether a usage requested by‘the user complies
with the usage defined by said at leasi one usage control element;

enabling means for enabling the usage requested by the user when the usage
complies with the usage defined by said at least one usége control element; and

disabling means for disablihg the usage requested by the user when the usage

does not comply with the usage defined by said at least one usage control element.

109. A system as set forth in claim 108, further comprising means for repackaging

the data object after usage thereof.

110. A method for controlling the usage by a user of data objects so as to comply

with predetermined conditions for usage of the data objects, comprising the steps of:
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storing at least two data packages in a memory device, where they are
accessible by a data processor of the user, each said data package comprising a data object
and a user set of control data, which comprises at least one usage control element defining
a usage of the data object which complies with the predetermined conditions, the data
object and said at least one usage control elements being encrypted;

decrypting the usage control elements of the user sets of control data;

examining the usage control elements of said at least two data packages to find
a métch;
| using, in response to the finding of a match, the data processor to carry out an

action, which is specified in the user sets of control data.

111. A method as set forth in claim 110, comprising the further steps of updating
the at least one usage control element of each data package, concatenating after the usage
of the data objects, each of the data objects anci its at least one usage control element,
reencrypting each of the concatenated data objects and its at least one usage control element

and transferring the repackaged data objects to their creators.

112. A method for managing a data object so as to comply with predetermined

conditions for usage of the data object, comprising the steps of:

storing the data object in a memory device, where it is accessible by means of

a data object provider's data processor;
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providing control conditions for usage of the data object;

creating, by said data processor, a general set of control data for the data
object based on said control conditions for usage, said general set of control data
comprising at least one or more usage control elements defining usages of the data object
which éomply with said control conditions;

storing sa;d general set of control data in a memory device, where it is
accessible by said data processor;

concatenating the general set of ‘comrol data with a copy of the data object;

encrypting at least the copy of the data object and said one or more usage
control elements to create a secure déta package which is ready for transfer to a user;

creating, in response to a request fbr authorization for usage of the data object
by a user, a user set of control data, which comprises at least a subset of the- general set of

control data, including at least one of said usage control elements;

using the user set of control data instead of the general set of control data in

said concatenating step;

using the at least one or more usage control element of the user set of control

data instead of the one or more usage control elements of the general set of control data in

the encrypting step; and

checking, before allowing transfer of the data package to the user, that said

request for authorization for usage of the data object has been granted.

- 10 -
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113. A method as set forth in claim 112, wherein the data object is composed of at
least two constituent data objects and wherein the user set of control data, in response to a
request for authorization for usage of one of said constituent data objects by a user, is

created only for that constituent data object and concatenated only with a copy of that

constituent data object.

114. A method as set forth in claim 112, wherein the data provider's data processor
is connected to a data network and the request for authorization is received from a data
prbcessor of the user, which is also connected to the data network, further comprising the

step of transférring the data package through the data network to the user's data processor.

115. A method as set forth in claim 112, wherein the data objeét is a composite
data object including at least two constituent data objects and wherein the step of creating a
general set of control data comprises the step of creatigg a respective general set of control -
data for each of the constituent data objects and the composite data object and wherein the
step of creating a user set of control data comprises the step of creating a respective user

set of control data for each of the constituent data objects and the composite data object.

116. A method as defined in claim 112, comprising the further step of storing a

copy of the user set of control data in the data object provider's processor.

- 11 -
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117. A method as defined in claim 112, comprising the further steps of:

receiving the dgta package in a user's data processor;

storing the data package in a memory device where it is accessible by means
of the user's data processor;

decrypting the at least one usage control element of the user set of control
data;

-chccking, in response to a request by the user for usage of the data object;
whether the requested usage complies with the'usage defined by the at least one usage

control element of the user set of control data; and
decrypting, in response to the requested usage complying with the usage
defined by the at least one usage control element of the user set of control data, the data

object and enabling the requested usage, otherwise disabling it.

118. A method as set forth in claim 112, further comprising:
receiving the data package in a user's data processor;

storing the data package in a memory device where it is accessible by means

of the user’s data processor;

decrypting the at least one usage control element of the user set of control

data;
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checking, in response to a request by the user for usage of the data object,
whether the requested usage complies with the usage defined by the at least one usage
control element of the user set of control data;

decrypting, in response to the requested usage complying with the usage
defined by the at least one usage control element of the user set of control data, the data

object and enabling the requested usage, otherwise disabling it;- and

reconcatenating, after the usage of the data object, the data object and the one
or more usage control elements of the user set of control data, and reencrypting at least the

data object and the one or more usage of the user set of control data.

119. A system for managing a data object so as to comply with control conditions

for usage of the data object, comprising:

first means in the data object provider's data processor for creating a general
set of control data for the data 'object based on the predetermined conditions for usage, said
general set of control data comprising at least one or more usage control elemcnts defining
usages of the data object which cdmply with the predetermined conditions; -

storing means, which are accessible by means of said data processor, for
storing the data object and the general set of control data;

concatenating means for concatenating the general set of control data with a

copy of the data object;

-13 -
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encrypting means for encrypting the copy of the data object and at least said

one or more usage control elements to create a secure data package, which is ready for

transfer to a user;

second means in said data processor for creating, in response to a request for
authorization for usage of the data object by a user, a user set of control data, which

comprises at least a subset of the general set of control data, which subset comprises at

least one of said usage control elements;

using the user set of control data instead of the general set of control data in

the storing means;

using the user set of control data instead of the general set of control data in

the concatenating means;

using the user set of control data instead of the general set of control data in

the encrypting means; and

checking means in said data processor for checking that said request for

authorization for usage of the data object has been granted before allowing transfer of the

data package to the user.

120. A method for managing an object so as to comply with control conditions for

usage of the object, comprising the steps of:

storing the object in a storage device, where it is accessible by means of an

object provider's electronic appliance;
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providing a variable number of control conditions for usage of the object;

creating, by said electronic appliance, a general set of control data for the
object based on said variable number of control conditions for usage, said general set of
control data comprising at least one or more usége control elements defining usages of
the object which comply with said variable number of control conditions,

storing said general set of control data in a storage device, where it is

accessible by said electronic appliance;

containerizing the general set of control data with a copy of the object; and
encrypting at least the copy of the object and said one or more usage control

elements to create a secure container which is ready for transfer to a user.

121. A method as set forth in claim 120, wherein the step of encrypting comprises

encrypting the object and the general set of control data.

122. A method as set forth in claim 120, wherein the step of creating control data

comprises creating an identifier which uniquely identifies the general set of control data.

123. A method as set forth in claim 120, wherein the step of creating a general set.

of control data comprises creating a security control element which identifies a security

process to be applied before usage of the object is allowed.

-15-
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124. A method as set forth in claim 120, wherein the step of creating a general set

of control data comprises creating a format contro! element which identifies the format of

the control data.

125. A method as set forth in claim 120, further comprising the steps of receiving in
said electronic applian'ce a request for authorization for usage by a user; comparing the
usage for which authorization is requested with said one or more usage control elements of
the general set of control data and granting the authorization if the usage for which

authorization is requested complies with the usages defined by said one or more usage

control elements.

126. A method as set forth in claim 125, further comprising the step of securing

payment for the requested authorization for usage before granting the authorization.

127. A method as set forth in claim 120, comprisihg the further steps of:

receiving the container in a user's electronic appliance;

storing the container in a storage device where it is accessible by means of the

user's electronic appliance;

decrypting said one or more usage control elements;
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checking, in response to a request by the user for usage of the object, whether
the requested usage complies with the usage defined by the at least one usage control
element of the general set of control data;

decrypting, in response to the requested usage complying with the usage
defined by the at least one usage control elemem of the general set of control data the

object and enabling the requested usage, otherwise disabling it.

128. A method as set forth in claim 127, comprising the further steps of
recontainerizing, after the usage of the object, the object and the one or more usage control
elements, reencrypting at least the object and the one or more usage control elements, and

storing the thus-recontainerized container in the storage of the user's electronic appliance.

129. A method for controlling the usage by a user of an object so as to comply with
control conditions for usage of the object, comprising the steps of:
providing a variable number of control condiﬁon& for usage of the object;
storing a container in a storage device, where iAt is accessible by means of an
electronic appliance of the user, said container comprising the object and control data,
which comprises at least one usage contrél element defining a usage of the object which
complies with the variable number of control conditions, the object and said at least one
usage control element being encrypted;

receiving a request by the user for usage of the object;
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decrypting the control data;
checking, in response to the request by the user for usage of the object,

whether the requested usage complies with the usage defined by the at least one usage

control element of the control data; and
decrypting, in response to the requested usage complying with the usage

defined by the at least one usage control element of the control data, the object and

enabling the requested usage, otherwise disabling it.

130. A method as set forth in claim 129, wherein the usage control element is

updated after the at least one usage of the object.

131. A method as set forth in claim 129, wherein said contro] data comprises an
indication of the number of times the user is authorized to use the object in accordance

with said at least one usage control element;

wherein the requested usage of the object is only enabled when said number of

times 1is one or more; and

wherein said number of times is decremented by one when the requested usage

is enabled.
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132. A method as set forth in claim 129, wherein the control data comprise a
security control element, and further comprising the step of carrying out, before each usage

of the object, a security procedure defined in the security control element.

133. A method as set forth in claim 129, wherein the step of checking whether the
requested usage compl.ies with the usage defined by the at least one usage control element
comprises the step of checking that the user's electronic appliaﬁce is capable of carrying
out a security procedure specified in a security control elemenl of the at least one usaée |

control element, and if not, disabling the usage.

134. A method as set forth in claim 129, comprising the further steps of
recontainerizing, after the usage of the object, the object and the one or more usage control
elements, reencrypting at least the object and the one or more usage control elements, and

storing the thus-recontainerized container in the storage of the user's electronic appliance.
g g pp

135. A system for managing an object so as to comply with control conditions for

usage of the object, comprising means for providing a variable number of control

conditions;

first means in the object provider's electronic appliance for creating a general
set of control data for the object based on the variable number of control conditions for

usage, said general set of control data comprising at least one or more usage control
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user container to the user.--

136. A system as set forth in claim 135, wherein the general set of control data

comprises a control data element which defines the right to further distribution of the

object by the user.

137. A system for controlling the usage by a user of an object so as to comply .with
control conditions for usage of the object, wmpﬁsing:
‘mééns for providing variable number of control conditions;
storing means for storing a container which comprises an object and a control
data comprising at least one usage control element defying a .usage of the object which

complies with the variable number of control conditions;

means for decrypting the at least one usage control element and the object;
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145, Atrithog, defefanedowislgimahdfer aspeising i furtime siegr OfHOEing 2
mp;esxfftheamomcaaﬁnommsdgmdﬂmwakjmwwﬁr'grm.ssor.

145. A method as defifedtinmlaimm 41 comprisinghthetfjches seMpeNed of at least
two constituentaeshjtog thedontkarianr ﬂie&ﬂ&?@ét%f%&ﬁél%ﬁ?@ﬁ%esponse to a request for
authorization mmgheofminmé&nmsm\dskmw atisexccrssibindey dnRATS Ofiihe

anestiedecisbiuct applispaciined only with a copy of that constituent object.

“decrypting the at least one usage control element of the user set of control

data; 143. A method as set forth in claim 141, wherein the data provider's electronic
appliance is connected to a data network and the request for authorization is received from

an electronic appliance of the user, which is also connected to the data network, further
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comprising the step of transferring the container through the data network to the user's

electronic appliance.

144. A method as set forth in claim 141, wherein the object is a composite object
including at least two constituent objects and wherein the step of creating a general set of
control data comprises.‘ the step of creating a respective general set of control data for each
of the constituent objects and the composite object and wherein the step of creating a user
set of control data comprises the step of cfeating a respective user set of control data for

each of the constituent objects and the composite object.

145. A method as defined in claim 141, comprising the further step of storing a

copy of the user set of control data in the object provider's processor.

146. A method as defined in claim 141, comprising the further steps of:
receiving the container in a user's electronic appliance;

storing the container in a storage device where it is accessible by means of the

user's electronic appliance;

decrypting the at least one usage control element of the user set of control

data;
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CheGhiRgiRg STRBRS AR SHRPERY SB5cbs ol e85 BcRifss oo B
the deastedoiepemearplist Witkahrer sagsdefined dy fbe #hAsast ap§ usege control
element of the ‘@Fiaﬁﬁié?fiﬁ%ﬁ&ﬁ%‘%aé‘?equest for authorization for usage of the object by a
user, a usECSEYRHRBIPOICSRANSY AR e estechifRaS SOmBIYIng B Ehe 1385 of
defuRefrBY dbea25AEntRRE # A8 ORITE] ShngR & Shawsrieishefisontrol data, the object
and enabling m%§ﬁ%‘ﬁ@ﬁ§&"f&(ﬁ‘%ﬁﬁ§? &it2HHASA. of the general set of control data in
said containerizing step;

147. A meghad asesst f&m‘ R uﬁ‘éﬂ"EﬁﬁGB}FHﬁéﬁ?&h of the user set of control
gata insted 6 YHREOHE ORI BsoFIAEHRRIS 8PRHMSeral set of control data in
the encrypﬁggggcm%ﬁgntainer in a storage device where it is accessible; by means of the

user's cmcuoni‘éﬁ&ﬁﬁﬂg‘}%efore allowing transfer of the container to the user, that said
request fopmﬁ%tmﬁ %ﬂ%g@s%ﬁ@%@rﬁwmﬁ%ﬁﬁi&i user set of control
data;
| 142 ChRCKiBmOlN AESRPRSFROIA ERHESI A, Whelesh FAE Wiiee of tRises orhathers:
therbraeasisd ieae o BRMB! iGN Witk fbmutRes e fiBed Piothe At dgast RPfeYSBRS R bquest for
elemanbak Ao N30T 1a9E GERl 8Rid constituent objects by a user, is created only for that
constituenf SH¥ELiRgd BbResRRESEAR hAFIUEsEIIIaaE conwlviag Bijeche usage
defined by the at leas.l one usage control element of the user set of control data, the object
and enabligg the rmangstess usase-QIbET Aistdisblingdfedithe data provider's electronic
appliance is connected to a data network and the request. for authdrization is re;:eived from

an electronic appliance of the user, which is also connected to the data network, further

-2593 .
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out an action, which is _specified i . .
usage contro?elements of t?xe user set tgf o 3?‘33?;{,‘:335’ %&aé?yptmg at least the object

and the one or more usage of the user set of control data.

140.‘ A method as set forth in claim 139, comprising the further steps of updating

the at | t tr i 1 171
a8 Sy St s e iement of each s SR iR iR 25T e disags of

the objects, each of the objects i 1 i
usage o fl the obsect, compr s’lmg: and its at least one usage control element, reencrypting each

e o ek P S0 one e, conu) clement ang teams{iring, e
se{%cgggtr}%rliﬁ%dtaogf ctflsclgbf]he?:itr é’gggc?r gfl the predetermined conditions for usage, said
general set of control data comprising at least one or more usage control elements defining
usages olf4t_lh'e o%jgl:ft?v?l?c Oégna&af%a&gg%gg%eﬁocn&%t%ﬁg ;Pr edetermined

conditions for usage of the obije , comprisi e steps of: . . . .
stormggmeans, wgfc .are ac%essﬂﬁe%y megans of said electronic appliance, for

. storing the object in a storage device, where itisa i
storing the object and the general set 0 &iserol d%?é; ccessible by means of an

object provider's data processor; L :
containerizing means for containerizing the general set of control data with a

roviding control conditions fi npe
copy of the object; & contrel conditions for usage of the object;

creating, by said electroni i
cncrypti%g %ear:s for Ceng%ﬁﬁg ’%ﬁé‘cc%p“y%?{‘ t rglostﬁxegg Fitiats ie%%&asg?ﬁ Bie or
object based on said control conditions fo , Sai
morje usage control elements to create a sccruggaggntg%%xg,e& e stt roefaa())luf{)(r)ltgfﬁfer toa

;:eomprising at least one or more usage control elements defining usages of the object which
user;

comply with said control c_ondi;ionf; . . .
second means in said electronic appliance for creaung, in response to a request

storing said general set of ¢control data i t i it |
for authorization forg usagegof the objtect gy a user, a g]sgrssgtr %ﬁ‘scg%Yr'gf u&"&?’&ﬂ}c’ﬁ

accessible by said electronic a liance, . .
comprises at ¥east a subset of tt?g general set of control data, which subset comprises at

_containerizing the general set of control data with a copy of th ject;
least one of said usage confrol e ements; Py ¢ Ob‘_’ ect;
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ushrkieg.Reans B chrrbinghathend ysaae peausstedbyrbsmiser eamplies

th¥ SlbRsgisagsndefined by said at least one usage control element;
uSRRP NS BGRE for comblipadheinseesrequstiol iur shediser coheroihmbsage

ﬂ@mm&qﬁ% defined by said at least one usage control element; and
uShighieserans G disabling shetess sranesiehdrarheiseeonhen hansage

M%mﬁ}*m&& usage defined by said at least one usage control element.

checking means in said electronic appliance for checking that said request for

authoriﬂaﬁon@o?ﬁiﬁﬂkW%fgﬂémgﬁe}ﬁérm%mﬁﬂﬁﬁ of the
cORENBIANETiFingbe abject after usage thereof.

139. A method for controlling the usage by a user of objects so as to comply with

predetermined conditions for usage of the objects, comprising the steps of:

storing at least two containers in a storage device, where they are acccssible
by an electronic appliance of the user, each said container comprising an object and a user
set of control data, which comprises at least one usage control element defining a usage of
the object which complies with the predetermined conditions, the object and said at least
one usage control elements being encrypted;

decrypting the usage control elements of the user sets of control data;

examining the usage control elements of said at least two containers to find a

match;
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